CYBER RISKS OF LEGACY HIRING PRACTICES
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Oversharing your environment
details gives hackers an edge on
how to circumvent them!

Oversharing Technology

Job description and talent
pool are unrealistic!

Unrealistic Expectations

“Experience implementing Windows
Defender for Endpoint Antivirus”

Product
Names

“Oversee VPN management with

Product
CISCO ASAxxx Gateways”

Version

Not
“Experience working in hybrid on- Rossible
premise and cloud environment

with AWS/Azure”

Oversharing Initiatives

"Enhance Open Source
Vulnerability Scanning"
"Implement software bill of
materials"

Biased
No
Scoring

“Develop incident response plan”

“Implement data loss prevention
measures”

cybertalent.ai

next gen cyber talent management

Stop listing every possible
skill or certification instead of
focusing on the specific
expertise needed.

Example: Requiring CISSP
(technical) & CISM (manager)

10+ years of experience in
technologies that haven’t
even been around that long.
Example: Requiring 10+ years in
prompt engineering

Unconscious Bias

Not using a quantitative way
to evaluate candidates
introduces unconscious bias

Example: Reviewing candidates
based upon how pretty their
resumes look
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